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@ Method and apparatus for preventing unintentional perusal of computer display information. 



@ A security enhancement for laptop computers 
comprises the use of a moving visible area and 
an obscured area for the laptop screen. The 
visible area may be defined by the user to 
comprise a single word, a single line, or a 
plurality of lines of data. The obscured area may 
comprise all remaining space on the laptop 
screen not defined as the visible area. A user 
may specify that the obscured area be com- 
pletely hidden from view (l.e.. such as by t)lack- 
ening or whiting out the area) or difficult to view 
by others. The present invention is particulariy 
useful with a laptop computer in a crowded 
environment such as while travelling on an 
airplane. The present invention will reduce the 
iilcelihood of unauthorized viewing of possibly 
sensitive computer data by others. 
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Technical Field Of The Invention 

This invention relates in general to software, and 
In particular to a method and apparatus for preventing 
the unwanted viewing of computer data by persons 5 
other than the current user. 

Background of The Invention 

With the proliferation of portable computer equip- io 
ment, there has been a tremendous increase in the 
number of office workers who are able to take their 
computerized "office" with them on extended busi< 
ness trips. This capability has positive affects on the 
productivity of workers and thus their company/cor- is 
poratron. Workers have the ability to transfonm mil- 
lions of hours that were formally wasted away during 
travelling Into productive use. Additionally, In many 
cases, the office worker may be in continuous contact 
with the home office which can significantly enhance 
the quality of decision making. 

While travelling, the portable computer user of- 
ten runs the risk of unintentional and/or intentional ex- 
amination of any information that is actively being ma- 
nipulated. The potential of exposing what may be 
valuable company/corporate Information to others 
can be very risky. To avoid such observation, users 
must typically resort to awkward and impolite techni- 
ques, such as, for example, a shade or hood which 
partially covers the viewing screen. A hood can be 
cumbereome and awlcward to use and, therefore, may 
be counter-producth^e. Since it may be critical to 
avoid the unwanted dissemination of company/cor- 
porate information, there is a need for a method and 
apparatus which will allow a user to work on a port- 
able computer while minimizing unintentional en- 
croachment even when in the presence of many oth- 
ers. 

Summary of The Invention 

The present invention provides a method and ap- 
paratus for reducing the likelihood of unauthorized 
viewing of computer data which substantially reduces 
or eliminates the problems associated with prior art 
devices. The present invention allows a user to work 
with a portable computer in a crowded environment 
with reduced fear of exposing valuable information to 
others. 

In accordance with one aspect of the present in- 
vention, a method of reducing a likelihood of unautho- 
rized observation of on-screen computer data is pro- 
vided. The computer screen worl^ area is divided Into 
a visible area and an obscured area. The visible area 
allows the user to dearly see and work with data. The 
obscured area comprises the remaining screen area 
and makes it difficult or Impossible to view data. 

The obscured area may be completely black- 



ened, completely whited out, greyed, over-written, 
blurred, etc. The visible area may comprise a single 
word, a single line, or a plurality of lines. The user may 
select the desired appearance of both areas as the 
need arises. 

Brief Description of The Drawings 

For a more complete underetanding of the pres- 
ent invention and the advantages thereof, reference 
is now made to the Detailed Description taken in con- 
junction with the attached Drawings, In which: 

Figure 1 is a schematic illustration of a data proc- 
essing system which may be used in accordance 
with the present invention; 
Figure 2 is an illustration of one embodiment of 
the present invention; 

Figure 3 is an Illustration of an alternative em- 
bodiment of the present Invention; 
Figure 4 is an illustration of still another alterna- 
tive embodiment of the present Invention; and 
Figure 5 Is a flowchart illustrating the present in- 
vention. 



25 Detailed Description of The Invention 

Referring f iret to Figure 1 , there is shown, in block 
diagram form, a data processing system 10 in accor- 
dance with the present invention. In the preferred em- 
30 bodiment, the data processing system 10 comprises 
a transportable or laptop-type computer. The system 
10 includes a processor 12, which includes a central 
processing unit (CPU) 14, and a memory 16. Addition- 
al storage, in the form of a hard disk storage 18 and 
35 a diskette device 20, may be interconnected to the 
processor 12. The diskette device 20 recehfes a disk- 
ette 22 which has computer program code recorded 
thereon that may implement the present invention In 
the system 10. The system 10 may also Include user 
40 interface hardware, such as a mouse 24 and a key- 
board 26 for allowing user Input to the processor 12 
and a display screen 28 for presenting visual data to 
the user. The system 10 may Include a printer 30. 
Referring next to Figure 2, one embodiment of the 
45 present invention is illustrated in use on a laptop conv 
puter 40. As shown on a screen 42 of the laptop conv 
puter 40, there is an active window generally identi- 
fied by reference numeral 44. Although not shown, 
there may be other inactive windows on the screen 42 
50 In addition to the active window 44. Also, there may 
be a plurality of icons such as, for example, folder icon 
46 and printer icon 48. Within the active window 44. 
there is a moving visible area, generally identified by 
reference numeral 50, and obscured area(s), gener- 
55 ally identified by reference numeral 52. For the sake 
of convenience, and due to limitations of drawing fig- 
ures, the obscured area 52 is shown throughout the 
drawings herein as a "greyed" area, however, it is to 
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be understood that the obscured area may be ob- 
scured by a plurality of different means. For exampte, 
the obscured area 52 may be completely blank (whit- 
ed out), completely blackened, covered with overwrit- 
ing (such as. for example, X'd out), "blun-y" or feint 
writing, and etc. The exact appearance of the ob- 
scured area 52 may vary at the user's option while 
still maintaining the spirit and scope of the present In- 
vention, reducing the likelihood of unwanted observa- 
tion of computer data by others. 

In the embodiment shown in Figure 2. the visible 
area 50 comprises a plurality of lines of Information. 
As Is readily apparent from the use of the term "plur- 
ality", the number of lines visible in the visible area 50 
may comprise 2 or more. In addition, the number of 
visible lines may include: a current working line (such 
as a line being cunrently edited or viewed) and one or 
more lines atiove, one or more lines below, or a com- 
bination thereof. It Is to be understood, that It would 
be a selectable option to determine the number of 
lines of information that would be visible in the visible 
area 50. The visible area 50 moves as the user pro- 
gresses through the data by following the position of 
a current position cursor, a mouse pointer, a pen-like 
device, or a predefined keystroke combination. 

Another optton which may be selected by the user 
is the use of standard visible Information. For exam- 
ple, a user may select the option that certain prede- 
fined areas or information may always remain visible 
in addition to the moving visible areas. This would al- 
low the user to see such things as the date (or date 
area), title of a document (or title area), or etc Al- 
though not shown. It Is to be understood that the pres- 
ent invention Is similarly adaptable to and useful with 
graphical data. 

Referring next to Figures 3 and 4, alternative em- 
bodiments of the present invention are Illustrated. As 
shown in Figure 3, rather than a plurality of lines of 
visible text in a visible area 54, there is only one line 
of text visible. In Figure 4, a visible area 56 Is reduced 
to a single word or data string. As a user works with 
or reads the data shown in Figures 2, 3, and 4, the visi- 
ble area may be moved in conjunction with the posi- 
tion of a current position cursor, movement of a 
mouse pointer, selection by a pen-like device or fin- 
ger on a touch screen, or a predefined keystroke conv 
bination. 

By using the present invention, a user, by select- 
ing the appropriate options, may still do whatever 
work is necessary on the computer even when in a 
crowded environment where other people would be 
able to view the screen. The user may select an option 
to make it difficult to view all but the visible area on 
the computer screen (i.e., by greying the obscured 
area) or to make it Impossible for another to view the 
obscured area (i.e., completely blackening or conv 
pletety whiting out). These options may allow the user 
the ability to see everything on the screen while mak- 



ing it difficult or impossible for another or to be able 
to see the data. Therefore, the present invention pro- 
vides a user-selectable level of security for on-screen 
data. 

5 Referring to Figure 5, a f towchart illustrating the 

present invention is shown. The present invention be- 
gins at 60 followed by sensing of the user-selected 
options at block 62. Such options may comprise the 
size of the visible area, the style used for the ob- 

10 soured area, and/or whether to turn the present in- 
vention on/off. At decision block 64, It Is determined 
whether or not the present invention Is selected for 
use by the user. If the response to decision block 64 
Is no. the present invention ends at 66 and the user 

15 Is presented with a normal operating screen. If the re- 
sponse to decision block 64 is yes. the current cursor 
position is sensed at block 68. If there Is no change 
to the cursor position, the present inventbn returns to 
sense user opttons at block 62. If there is a change to 

20 the current cursor posltton, the area In the acth/e win- 
dow is modified as selected at block 62 by the user 
for the visible and/or obscured areas ending with the 
current cursor location. At decision block 72, it is then 
determined whether or not to continue. If the re- 

25 sponse to decision block 72 Is yes, the present inven- 
tion returns to block 68 to sense the current cursor 
position, if the response to decision block 72 is no, the 
present invention ends at 74. 

Thus, the present invention provides a method 

30 and apparatus for reducing the likelihood of unwant- 
ed observation of on-screen computer data by unau- 
thorized personnel. A user may work more freely with 
computer data on any computer (especially a portable 
computer) even when In a crowded environment 

35 (suchason an airplane)wlth reduced fear of unautho- 
rized disclosure of sensitive information. Improved 
security Is available through use of the present Inven- 
tion without the necessity of attempting to shield oth- 
ers (such as with the use of a cumbersome and awk- 

40 ward hood) from viewing the on-screen data. 

Although the present invention has been partic- 
ularly shown and described with reference to a pre- 
ferred embodiment, It will be understood by those 
skilled in the art that various changes in form and de- 

45 tall may be made without departing from and the 
scope of the invention. 



Claims 

60 

1. Amethod of reducing a likelihood of unauthorized 
observation of on-screen computer data, com- 
prising the steps of. 

forming a predefined moving visible area on a 
55 computer screen in which data is clearly visible to 

a user, and 

forming an obscured area comprising said com- 
puter screen other than said visible area 
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2. The method of Claim 1, wherein said step of form- 
ing a visible area comprises: 

forming a visible area comprising only a single 
cunrently used data string. 

6 

3. The method of Claim 1, wherein said stepof form- 
ing a visible area comprises: 

forming a visible area comprising at least a cur- 
rently used line of data. 

10 

4. The nrtethod of Claims 1 , 2 or 3 wherein said step 
of forming an obscured area comprises: 
forming a greyed area or a blackened area. 

5. The method of Claims 1 , 2 or 3 wherein said step 15 
of forming an obscured area comprises: 

forming a whited out area, or an overwritten area. 

6. A computer system for reducing a likelihood of 
unauthorized observation of on-screen data, 20 

comprising the steps of: 

means for forming a predetermined moving visi- 
ble area on a computer screen In which data is 
clearly visible; and 

means for forming an obscured area comprising 25 
said computer screen other than said visible 
area. 

7. The computer system of Claim 6. wherein said 
means for forming a visible area comprises: so 
means for forming a visible area comprising only 

a single currently used data string. 

8. The computer system of Claim 6. wherein said 
means for forming a visible area comprises: 35 
means for forming a visible area comprising at 
least a currently used line of data. 

9. The computer system of Claims 6, 7 or 8, wherein 

said means for forming an ot>scured area oonrv 40 
prises: 

means for forming a greyed area, or a blackened 
area. 

10. The computer system of Qaims 6, 7 or 8. wherein 45 
said means for forming an obscured area com- 
prises: 

means for forming a whited out area, or an over- 
written area. 

50 
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